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Promo video: 

Interactive Communication platform ActiveCockpit - YouTube 

 

 

 

 

 

 

 

  

https://www.youtube.com/watch?v=1lHa7O2i4UI
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2. Operating System Windows  Operating system - Wikipedia 

 

An operating system (OS) is a system software that manages 
computer hardware and software resources and provides common 
services for computer programs. The operating system is a 
component of the system software in a computer system. 
Application programs usually require an operating system to 
function. 

Time-sharing operating systems schedule tasks for efficient use of 
the system and may also include accounting software for cost 
allocation of processor time, mass storage, printing, and other 
resources. 

For hardware functions such as input and output and memory 
allocation, the operating system acts as an intermediary between 
programs and the computer hardware, although the application code 
is usually executed directly by the hardware and frequently makes 
system calls to an OS function or is interrupted by it. Operating 
systems are found on many devices that contain a computer – from 
cellular phones and video game consoles to web servers and 
supercomputers. 

Examples of popular desktop operating systems include Apple OS 
X, Linux and its variants, and Microsoft Windows. So-called mobile 
operating systems include Android and iOS. 

 

2.1 Autostart Windows: 

There are several ways to influence the autostart. However, in this tutorial, we chose only one of these 
options, since it also works with other Windows installations. In addition, no external programs are 
necessary. 

 
• In a first step, open the Start menu by clicking on the Windows button in your taskbar. 
• In the Search Programs / Files screen, find the application Run and open the command line by 
mouse click. 
Note: Alternatively, you can use the Windows + R key combination to call the command line under 
Windows 7. 
• Use the keyboard to type msconfig into the input field. The system configuration of your operating 
system will open. Here you will find the Autostart services. 
• In the tab, change to the System Start menu. The displayed services are loaded in the background 
every time you start. 

Operating systems   

 

 

  

   

https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/System_software
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Computer_software
https://en.wikipedia.org/wiki/Operating_system_services
https://en.wikipedia.org/wiki/Computer_program
https://en.wikipedia.org/wiki/System_software
https://en.wikipedia.org/wiki/Application_program
https://en.wikipedia.org/wiki/Time-sharing
https://en.wikipedia.org/wiki/Dynamic_memory_allocation
https://en.wikipedia.org/wiki/Dynamic_memory_allocation
https://en.wikipedia.org/wiki/System_call
https://en.wikipedia.org/wiki/Cellular_phone
https://en.wikipedia.org/wiki/Video_game_console
https://en.wikipedia.org/wiki/Web_server
https://en.wikipedia.org/wiki/Supercomputer
https://en.wikipedia.org/wiki/Apple_Inc.
https://en.wikipedia.org/wiki/OS_X
https://en.wikipedia.org/wiki/OS_X
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/Microsoft_Windows
https://en.wikipedia.org/wiki/Mobile_operating_system
https://en.wikipedia.org/wiki/Mobile_operating_system
https://en.wikipedia.org/wiki/Android_(operating_system)
https://en.wikipedia.org/wiki/IOS
https://en.wikipedia.org/wiki/File:Operating_system_placement.svg
https://en.wikipedia.org/wiki/Personal_computer_hardware
https://en.wikipedia.org/wiki/Personal_computer_hardware
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/User_(computing)
https://en.wikipedia.org/wiki/User_(computing)
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2.2 Application and explanation of terms with a link: 

Microsoft windows server 2012: 

Windows Server 2012 - Wikipedia 

PAM: 

Pluggable authentication module - Wikipedia 

Remote Desktop: 

Microsoft Support 

Windows scheduled tasks: 

Windows Task Scheduler - Wikipedia 

Active Directory: 

Active Directory - Wikipedia 

LDAP: 

Lightweight Directory Access Protocol - Wikipedia 

Group guidelines: 

Open the Local Group Policy Editor 

Batch File: 

Batch file - Wikipedia 

https://en.wikipedia.org/wiki/Windows_Server_2012
https://en.wikipedia.org/wiki/Pluggable_authentication_module
https://support.microsoft.com/en-au/help/17463/windows-7-connect-to-another-computer-remote-desktop-connection
https://en.wikipedia.org/wiki/Windows_Task_Scheduler
https://en.wikipedia.org/wiki/Active_Directory
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://technet.microsoft.com/en-au/library/cc731745(v=ws.11).aspx
https://en.wikipedia.org/wiki/Batch_file
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Visual Basic Script: 

VBScript - Wikipedia 

 

3. Networks 

The graph consists of a set of elements (nodes) connected by connections (edges). A closed train of 
edges and knots is called stitch. 
 
The fact that most of the nodes belong to one or more masses is the real characteristic of a network 
against other types of structures. The mechanisms of the organization of networks are related to the 
 
Networks are examined at an abstract level in network research and, in practice, in the related fields of 
application from which the networks originate. 

 

 

 

 

 

 

 

 

 

 

3.1 Domain: 

A domain name is an identification string that defines a realm of administrative autonomy, authority or 
control within the Internet. Domain names are formed by the rules and procedures of the Domain 
Name System (DNS). Any name registered in the DNS is a domain name. Domain names are used in 
various networking contexts and application-specific naming and addressing purposes. In general, a 
domain name represents an Internet Protocol (IP) resource, such as a personal computer used to 
access the Internet, a server computer hosting a web site, or the web site itself or any other service 
communicated via the Internet. In 2015, 294 million domain names had been registered. 

Domain names are organized in subordinate levels (subdomains) of the DNS root domain, which is 
nameless. The first-level set of domain names are the top-level domains (TLDs), including the generic 
top-level domains (gTLDs), such as the prominent domains com, info, net, edu, and org, and the 
country code top-level domains (ccTLDs). Below these top-level domains in the DNS hierarchy are the 
second-level and third-level domain names that are typically open for reservation by end-users who 
wish to connect local area networks to the Internet, create other publicly accessible Internet resources 
or run web sites. 

https://en.wikipedia.org/wiki/VBScript
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The registration of these domain names is usually administered by domain name registrars who sell 
their services to the public. 

A fully qualified domain name (FQDN) is a domain name that is completely specified with all labels 
in the hierarchy of the DNS, having no parts omitted. Labels in the Domain Name System are case-
insensitive, and may therefore be written in any desired capitalization method, but most commonly 
domain names are written in lowercase in technical contexts. 

3.2 IP Address: 

An Internet Protocol address (IP address) is a numerical label assigned to each device (e.g., 
computer, printer) participating in a computer network that uses the Internet Protocol for 
communication. An IP address serves two principal functions: host or network interface identification 
and location addressing. Its role has been characterized as follows: "A name indicates what we seek. 
An address indicates where it is. A route indicates how to get there. 

The designers of the Internet Protocol defined an IP address as a 32-bit number and this system, 
known as Internet Protocol Version 4 (IPv4), is still in use today. However, because of the growth of 
the Internet and the predicted depletion of available addresses, a new version of IP (IPv6), using 128 
bits for the address, was developed in 1995. IPv6 was standardized as RFC 2460 in 1998, and its 
deployment has been ongoing since the mid-2000s. 

IP addresses are usually written and displayed in human-readable notations, such as 172.16.254.1 
(IPv4), and 2001:db8:0:1234:0:567:8:1 (IPv6).The Internet Assigned Numbers Authority (IANA) 
manages the IP address space allocations globally and delegates five regional Internet registries 
(RIRs) to allocate IP address blocks to local Internet registries (Internet service providers) and other 
entities. 

 

 
 

https://en.wikipedia.org/wiki/Domain_name_registrar
https://en.wikipedia.org/wiki/Fully_qualified_domain_name
https://en.wikipedia.org/wiki/Case-insensitive
https://en.wikipedia.org/wiki/Case-insensitive


Skill Package Active Cockpit for the service engineer  

  

Page | 7  

 

3.3 Firewall 
 

A firewall is a security system that protects a computer network or a single computer against unwanted 

network access and is also a partial aspect of a security concept. 

 

Each firewall security system is based on a software component. The firewall software is used to 

restrict network access based on the sender or destination and the services used. It monitors the 

traffic passing through the firewall, and decides whether certain network packets are allowed or not by 

means of fixed rules. In this way, it attempts to prevent unauthorized network access. 

 

Depending on where the firewall software is installed, a distinction is made between a personal firewall 

(also a desktop firewall) and an external firewall (also called network or hardware firewall). In contrast 

to the personal firewall, the software of an external firewall does not work on the protected system 

itself, but on a separate device that connects networks or network segments and, thanks to the firewall 

software, simultaneously limits access between the networks. In this case, "firewall" can also be used 

as a description for the entire system (a device with the described function). Due to the design, there 

are great conceptual differences between the two species. 

 

The function of a firewall is not to detect attacks. It is only intended to implement rules for network 

communication. For the detection of attacks, so-called IDS modules are responsible, which can be 

installed on a firewall and can be part of the product. However, they are not part of the firewall module. 

 

 

 

 

 

 

3.4 Firefox 
 

Functions and properties 

 

 

Mozilla Firefox 18.0.2 on Mac OS X Mountain Lion 

Like the Mozilla Application Suite, Firefox uses the Gecko renderer, a cross-program module for 

displaying HTML pages, and the XML-based description language XUL for designing the graphical 

user interface. It is possible that Firefox will no longer use XUL in the future. 

 

Firefox can be optically adapted to the taste of the user by means of motifs that can change the 

complete user interface and by persons who are limited to their motifs but are particularly easy to 

install and use. Extensions can also be used to add numerous features, such as mouse gestures, 

advertising blocks, and web developer tools. 
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3.5 Application and explanation of terms with a link: 

Ping: 

Ping (networking utility) - Wikipedia 

TCP: 

Transmission Control Protocol - Wikipedia 

Description to turn on/off the firewall:  

Microsoft Support 

 

4. MySQL database 

 

Areas of application and dissemination 

 

MySQL is the most widely used open source database management system in the world, with some 

50 million installations (as of 2013).  

 

A preferred field of application for MySQL is data storage for Web services. MySQL is often used in 

conjunction with the web server Apache and the scripting language PHP. Many web services use this 

architecture and run a variety of MySQL servers, depending on the size and need, through which the 

accesses from the network are handled. MySQL is used by Flickr, YouTube, Google, Facebook, and 

Twitter. In addition, MySQL is used as an embedded database system in many products.  

 

Structure of the storage system used 

 

MySQL basically provides a MySQL server where data is stored, and one or more MySQL clients that 

submit queries to the server that answers them. 

 

Several databases can be created on the database management system, the MySQL server. Multiple 

tables can be created in one database. In practice, MySQL creates a folder on the hard disk for each 

database in which files for the structure and the data of the individual tables are stored. The exact 

format of these files depends on the storage array used for each table. 

 

The tables can each be of a different type. The table type determines which memory rows (memory 

subsystem) are used for queries to a table. Each table can contain columns in which data of a fixed 

data type can be stored (for example, integer (integers) or strings (string)). The maximum size of the 

tables is only limited by the operating system. 

 

 

 

https://en.wikipedia.org/wiki/Ping_(networking_utility)
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://support.microsoft.com/en-au/instantanswers/c9955ad9-1239-4cb2-988c-982f851617ed/turn-windows-firewall-on-or-off
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4.1 SQL:  
 

SQL is a database language for defining data structures in relational databases as well as for editing 

(inserting, changing, deleting) and querying data bases based on it. 

 

The language is based on the relational algebra, its syntax is relatively simple and semantically based 

on the English language. A joint body of ISO and IEC standardizes the language with the participation 

of national standardization bodies such as ANSI or DIN. Almost all popular database systems support 

SQL, but in varying degrees and slightly different "dialects". Through the use of SQL, the aim is to 

ensure the independence of the applications from the database management system used. 

4.2 A database dump: 
 

A database dump contains a record of the table structure and/or the data from a database and is 

usually in the form of a list of SQL statements. A database dump is most often used for backing up a 

database so that its contents can be restored in the event of data loss. Corrupted databases can often 

be recovered by analysis of the dump. Database dumps are often published by free software and free 

content projects, to allow reuse or forking of the database. 

Example for a database dump: 

-- Database 
CREATE DATABASE `example`; 
USE `example`; 
 
-- Table structure for table `users` 
CREATE TABLE `users` ( 
  `id` int(8) unsigned NOT NULL AUTO_INCREMENT, 
  `username` varchar(16) NOT NULL, 
  `password` varchar(16) NOT NULL, 
  PRIMARY KEY (`id`) 
); 
 
-- Data for table `users` 
INSERT INTO `users` VALUES (1,'alice','secret'),(2,'bob','secret'); 

4.3 Application with a link: 
 

My SQL Workbench:  

MySQL :: MySQL Workbench Manual 

 

 

5. J Boss Wildfly Webserver  

The term EJBoss was first used by Marc Fleury in 1999 as the name for the first version of the Open 
Source Application Server, which he had programmed. According to Sun, regarding the protected term 
"EJB", the project simply omitted the leading "E" and renamed to JBoss. 

https://dev.mysql.com/doc/workbench/en/
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The various JBoss applications represent a complete open source J2EE middleware framework. The 
platform is composed of the following subprojects, which can also be used for the most part 
independently of the application server. 

5.1 Http:  

The Hypertext Transfer Protocol (HTTP) is a stateless protocol for transferring data on the application 
layer over a computer network. It is mainly used to load web pages (hypertext documents) from the 
World Wide Web (WWW) into a web browser. However, it is not limited in principle and also very 
common as a general file transfer protocol. 
 
HTTP has been standardized by the Internet Engineering Task Force (IETF) and the World Wide Web 
Consortium (W3C). Current version is HTTP / 2, which was published as RFC 7540 on May 15, 2015. 
The further development is organized by the HTTP working group of the IETF (HTTPbis). There are 
HTTP complementary - such as HTTPS for encrypting transmitted content - and standards based on 
this, such as the WebDAV transmission protocol. 

5.2 Https:  

HyperText Transfer Protocol Secure (HTTPS) is a communications protocol on the World Wide Web 
for transferring data securely. It represents a transport encryption. 
 
Technically defined as a URI scheme an additional layer between HTTP and TCP. HTTPS was 
developed by Netscape and published together with SSL 1.0 in 1994 with its browser. 

HTTPS is used to establish confidentiality and integrity in the communication between the web server 
and the web browser (client) on the World Wide Web. This is achieved, inter alia, by encryption and 
authentication. 
 
Without encryption, data transmitted over the Internet is readable as a plaintext for anyone with access 
to the relevant network. With the increasing spread of open (i.e., unencrypted) WLANs, the importance 
of HTTPS increases, since the contents can be encrypted independently of the network. 
 
Authentication is used to ensure that both sides of the connection can verify the identity of the 
connection partner when establishing the communication. This is intended to prevent man-in-the-
middle attacks and, in some cases, phishing. 

5.3  File transfer protocol:  

The File Transfer Protocol (FTP, English for file transfer protocol) is a state-bound network protocol 
specified in the RFC 959 of 1985 for transferring files over IP networks. FTP is located in the 
application layer (layer 7) of the OSI layer model. It is used to transfer files from the server to the client 
(download), from the client to the server (upload), or client-controlled between two FTP servers (File 
Exchange Protocol). In addition, FTP directories can be created and read out, as well as directories 
and files renamed or deleted. 
 
The FTP uses separate connections for the control and data transfer: An FTP session begins by 
establishing a TCP connection from the client to the server's control port (the default port for this is 
Port 21). This connection sends commands to the server. The server responds to each command with 
a status code, often with an attached, explanatory text. However, most commands are allowed only 
after successful authentication. 
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5.4  Application with a link: 
 

JBoss Web - Documentation Index 

 

 

http://docs.jboss.org/jbossweb/2.1.4.GA/index.html

